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MODBUS RTU/ASCII PROTOCOL DATA UNIT (PDU)

| ADDR | FC | PAYLOAD |CF!C,1‘LRC]
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HEADER I - FC | PAYLOAD ]
MBAP HEADER e
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alert tcp $MODBUS_SERVER 502 -> §MODBUS_CLIENT
any (flow:established; content:"|00 00|"; offset:2; depth:2;
byte_test: 1, >=, 0x80, 7; content"|0L|"; offset:8; depth:l;
msg:"SCADA_IDS: Modbus TCP -
threshold: type threshold, track by_src, count 3,

Function Code Scan";

seconds 60; referencewurldigitalbond.com/tools/quickdraw/
modbus-tcp-rules; classtype:attempted-recon; sid:1111014;

rev:2; priority:2;)
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CIP Stop |Ox07|0x02‘0x20|0x64|0x24‘0x01| “deadbeefcafe” |

| Padding
Path Segment Instance
Class ID
Path Segment Class
Path Size (words)

Service Code

alert TCP SEXTERNAL_NET any -> SHOME_NET 44818 (msg:"caught CIP STOP exploit!";
flow: established, to_server; content:"|070220642401|"; offset:50; depth:6; sid:70000000;)
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CIP Service Offsets.
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CIP Stop Command!
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Whitelist := set of Wips
yega Az | Wies := (Sips, Dips, Wservices)
Wservices = (Services, Wopcodes)
Wopcodes := (Opcodes, Wdatalists)
HEE A& | Wdatalists := (Datalists, Wtimes)
Wtimes := (Times, Wrelations)
H2A AZE | Wrelations = set of Relation

| Master | Outstation

(Paylaad size, function code, data object)

—————————— ~
(<t0 - \ Burst
0, read, dataObjectl) 1
(>tl
-3 (12, X, X) 1
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- ‘/—/—
1 1
7
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Pl o o - ——
st cis threshold of inter-arrival time

A 4
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Type: = ( multiset of (direction, function code, data object),
multiset of (direction, payload size bigger than 0) )

(22! 17) Burst-based Whitelist
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